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Welcome  
Our mission is to protect society by securing safe 
nuclear operations. 
 

Dear candidate, 

I would like to thank you for your interest in 
joining the Office for Nuclear Regulation as our 
Cyber Security Manager.  

The Office for Nuclear Regulation (ONR) is the 
UK’s independent nuclear regulator with the legal 
authority to regulate nuclear safety, security and 
conventional health and safety at 36 licensed 
nuclear sites in Great Britain. ONR is a Public 
Corporation, and its vision is to be an exemplary 
regulator that inspires respect, trust and 
confidence.  

As a public corporation, we are accountable to 
Parliament through the Secretary of State for 
Work and Pensions and sponsored by the 
Department for Work and Pensions (DWP) in 
relation to governance, finance and conventional 
health and safety issues.  

We also work closely with BEIS, whose Secretary 
of State is accountable to Parliament for civil 
nuclear safety, security and safeguards and 
related policies. We advise BEIS officials and 
also provide effective assurance information to 
the Secretary of State across our purposes.  

ONR is organised into regulatory operational 
delivery divisions complemented by enabling 
professional functions including Finance, HR, IT, 
Policy & Communications, etc.  

We are looking for a talented individual to lead 
our Corporate cyber security function. Reporting 
and working closely with the ONR Chief 
Information Security Officer (CISO) this critical 
role is responsible for leading and delivering a 
wide range of operational cyber security 
activities. You will lead and develop a small team 
of cyber subject matter experts and work hand in 
hand with colleges from the Corporate Security 
function and IT.  Your drive and expertise will 
enable us to continue building an effective cyber 
security function protecting the security of ONR 
information. 

I look forward to receiving your application for this 
exciting opportunity. 

 

Kevin Swann 
Interim Chief Information Security Officer 
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About us 
The Office for Nuclear Regulation is responsible for 
regulation of nuclear safety, security and safeguards 
across the UK. We also regulate the transport of 
nuclear and radioactive materials by road, rail and 
inland waterways. 
 

ONR is a Public Corporation with a Mission to 
protect society by ensuring safe nuclear 
operations, ensuring the highest standards of 
safety and security across all of the UK’s licensed 
nuclear sites. Our staff are drawn from a wider 
range of professional backgrounds to run a 
stand-alone business with specialist inspectors to 
deliver our core business including civil 
engineering, radiological protection, human 
factors, chemical engineering, mechanical 
engineering and nuclear physics. And together 
they’re involved in everything from assessing 
safety cases, inspecting nuclear sites, regulating 
transport, communicating our decisions, training 
new recruits and representing the UK and ONR 
within the wider International nuclear community. 

Our vision is to be a modern, transparent 
regulator delivering trusted outcomes and value. 
In areas where the law is not prescriptive, the UK 
operates a goal-setting approach to nuclear 
safety, nuclear security and conventional health 
and safety. We seek to ensure the required high 
standards of safety and security in the nuclear 
sector are met.  

 

 

 

 

Our duty is to ensure that the nuclear industry 
reduces risks to workers and the public so far as 
is reasonably practicable, controls hazards 
effectively and has a culture of continuous 
improvement.  

In respect of nuclear safeguards, currently, ONR 
monitors safeguards performance for 36 licensed 
nuclear sites in the UK, supporting and 
intervening as necessary with UK duty holders 
and/or Euratom and the IAEA to ensure that 
safeguards obligations in the UK are met in a 
proportionate manner. 

The nuclear industry is undergoing rapid change 
and our role as a regulator is vital in ensuring 
new nuclear facilities are designed, built and 
operated to the highest standards, and in a 
manner that improves public confidence without 
compromising safety or security. 

We also oversee the decommissioning of nuclear 
sites and cooperate with international regulators 
on safety and security issues of common 
concern, including associated research. 

Our work is critical to the protection of society at 
large so it is important that we do it with rigour, 
diligence and with an appropriate level of 
assurance. 

 

 

Links  

ONR website 

ONR structure 

mailto:ONR@allenlane.co.uk
https://www.onr.org.uk/
https://www.onr.org.uk/documents/onr-structure.pdf?
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The role  
The Office for Nuclear Regulation (ONR) is 
responsible for providing efficient and effective 
regulation of the nuclear industry. 

The post sits within the Corporate Security Team 
and is accountable to the CISO / Hd Corporate 
Security for all aspects of ONR operational cyber 
security. The post holder will play an important part 
in managing and delivering the operational cyber 
security capabilities for ONR. 
 
Principal responsibilities: 

• Be the primary point of contact on cyber 
Security issues with key stakeholders, 
including external parties, and actively 
develop strong working relationships in 
relation to Cyber Security. 

• Lead on the day to day cyber security 
operations for ONR to ensure the 
confidentiality, integrity, availability and 
accountability of ONRs digital information 
and systems. 

• Ownership of cyber security incidents and 
problems and proactively resolve, ensuring 
that solutions continue to meet security 
and business requirements.  
 
 
 

 
 
 

• Leading, building and developing a small 
internal cyber team supported by ONR IT 
colleagues and our external managed 
security service providers. 

• Proactively seek areas of improvement 
within cyber security and continually drive 
improvement 

• Work collaboratively across all corporate 
security domains, IT and wider ONR. 

• Provide regular and ad-hoc reporting to the 
CISO on all cyber security matters 
including threats, vulnerabilities, risks and 
cyber security incidents. 

  

Our mission is to 
protect society by 
securing safe nuclear 
operations. 

mailto:ONR@allenlane.co.uk
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• Lead on the day to day management and 
direction of ONRs managed security 
service providers. 

• Ensure, undertake and support appropriate 
cyber security assurance activities are 
undertaken in line with HMG and ONR 
policy. 

Team Management: 

• Managing, leading, building and 
developing a small internal cyber team in 
response to the risks faced by ONR.  

• Champion learning and development, 
cultivate talent and foster an inclusive, 
diverse and motivated workforce. 

Protective Monitoring: 

• Working closely with our managed security 
service provider lead the cyber protective 
monitoring capability within ONR.  

• Attend regular Security Operations Centre 
briefings to monitor cyber security 
incidents, identify areas or learning and 
improvement. 

• Keep abreast of new and emerging threats 
and ensure the protective monitoring 
capability is well positioned to detect new 
and evolving threats. 

• Respond to changes in cyber threats and 
introduce protective controls where 
appropriate. 

 

Governance; risk, assurance and 
compliance: 

• Lead on the governance, risk and 
compliance aspects for cyber security and 
supporting colleagues within corporate 
security. 

• Define, implement, and maintain 
appropriate cyber security policies and 
guidance. 

• Ensure compliance with all relevant 
legislation, regulation, policies and 
standards. 

• Work across corporate security, IT and 
wider ONR to improve and promote the 
adoption of security best practices. 

• Represent ONR cyber security at 
appropriate internal governance forums to 
influence, change and impact decisions 
with both internal and external 
stakeholders 

Cyber Security Incident Support: 

• Lead on the management and resolution of 
cyber security incidents. 

• Working closely with corporate security 
colleagues to track mange and resolve 
security incidents. 

• Working closely with business continuity 
colleagues to support the management 
and resolution of major cyber incidents. 

• Undertake regular cyber incident 
exercises.   
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Person specification  
Operating at this senior level, the successful candidate will have the following profile: 
 

Job related Expertise/skills and 
experience 

• Experience of successful cyber security 
delivery and management in a similar 
organisation. 

• Substantial experience of managing the 
operational cyber security of cloud-based 
platforms such as O365, Azure, AWS.  

• Good working knowledge of modern cloud 
architectural techniques. 

• Demonstratable knowledge and 
experience of HMG security policy and 
NCSC security guidance with experience 
of implementing cyber security policies 
according to best practices  

• Proven verbal and written communication 
skills. 

• Significant experience in the leadership 
and management of a similar function with 
specific experience of designing and 
implementing cyber security capabilities 
and in working closely with all stakeholders 

• Strong analytical and problem-solving 
skills. 

Qualifications 

• NCSC approved, or similar, degree in 
cyber security or equilent professional 
experience 

• Security accreditation e.g. CISSP, CISM, 
SSCP, CCSP, CSSLP or equivalent 

Desirable attributes 

• Demonstratable knowledge and 
experience of HMG security policy and 
NCSC security guidance with experience 
of implementing cyber security policies 
according to best practices  

• Experience of successful cyber security 
delivery and management in a similar 
regulatory organisation. 

• Demonstrable risk management, 
governance, risk and compliance (GRC) 
expertise 

• Knowledge and experience of 
implementing ISO27001, NIST and other 
similar standards/frameworks. 

Other information 

• The successful applicant must be flexible 
and willing to work occasional longer days 
with occasional overnight stays to meet 
business need. 

• The successful candidate must obtain DV 
level security clearance. 
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To apply for his post, you will need to 
submit the following documentation to 
Allen Lane by 23:59 on Sunday 26th 
September to ONR@allenlane.co.uk 

• A CV (in Word format) setting out 
your career history, with key 
responsibilities and achievements. 
Please ensure you have provided 
reasons for any gaps within the last 
two years. 

• A supporting statement (no longer 
than two sides of A4) explaining how 
you consider your personal skills, 
qualities and experience make you 
suitable for the role, with particular 
reference to the essential criteria. 
Please also articulate your 
motivations for the role and for 
joining ONR.  

• A competing Diversity Monitoring 
Form. All monitoring data will be 
treating in the strictest confidence 
and will not affect your application in 
any way. 

 

 

 

 

 

•  
•  
•  
•  

 

 

Application process 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ONR have appointed Allen Lane as a search firm 
for this appointment and they will manage the 
campaign. Should you encounter and issues with 
your application please contact Allen Lane at: 
ONR@allenlane.co.uk. 

If you do not receive an acknowledgement of 
your application within 48 hours, please contact 
Ed Stroud on 07920 104 751. 

It is important that through your CV and 
supporting statement you give evidence of 
proven experience and or ability to deliver 
against each of the essential criteria as detailed 
in the person specification. These responses will 
be further developed and discussed with those 
candidates invited for interview. 

At Allen Lane, we take care to protect the privacy 
of our candidates and clients. 

To read more about how we collect, store and 
share your data please read our privacy notice 
which can be accessed here: 
https://www.allenlane.co.uk/privacypolicy/ 

If you have any questions about the role or would 
like to discuss the post further, please contact our 
advising consultant at Allen Lane. 

Ed Stroud 07920 104 751 

 

  

mailto:ONR@allenlane.co.uk
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Selection process 
 

Longlist 

You will receive an acknowledgment of your 
application through Allen Lane within 48 hours of 
submission. 

The panel will then assess your application to 
select those demonstrating the best fit with the 
role by considering the evidence you have 
provided against the Essential Criteria in the 
Person Specification section. Failure to address 
any or all of these may affect your application. 

The timeline later in this pack indicates the date 
by which decisions are expected to be made, and 
all candidates will be advised of the outcome as 
soon as possible thereafter. 

Candidates selected for longlisting will be invited 
for an interview with Allen Lane to further explore 
their skills and experience. 

 
Shortlist 

The panel will review interview reports on 
longlisted candidates and select the shortlist. 

Shortlisted candidates will be asked to complete 
a personality profiling test prior to the panel 
interview. The panel interview will include a 
presentation task. 

Interview Panel 

Kevin Swann (Interim CISO)  

Adrian Davies (IT Delivery Manager)  

Debbie Harrison-North (HR Head of People 
Services) 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 
Timeline of the process 

Closing date for applications – Sunday 
26th September at 23.59  

Longlist meeting – Tuesday 5th October 

Shortlist meeting – Tuesday 19th October 

Interviews – Tuesday 26th October 

Please note that these dates are only 
indicative at this stage and could be subject 
to change. Please let us know in your 
application letter if you are unable to meet 
these timeframes. 
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Terms and conditions 
 

Salary 

The salary for this role will be £53,543 - £61,921, 
plus a recruitment allowance of £8500 per 
year. 

Future pay awards will normally be made in line 
with Trade Union negotiated arrangements.  

 
Location 

This post may be undertaken from a base at any 
one of ONR’s office locations: Bootle, 
Cheltenham or London  

 
Security Clearance 

The successful applicant must have or secure 
security clearance to DV level prior to 
commencing the role 

 
Pension Scheme 

ONR offers an excellent occupational pension 
scheme.  We offer the choice of either:  

• A high quality, index-linked defined 
benefit pension scheme. Members 
contribute a percentage of their earnings 
but we also make contributions and meet 
the bulk of the cost of this scheme; or  

• A stakeholder pension with a contribution 
from ourselves.  Our basic contribution is 
based on your age, and we pay this 
regardless of whether you choose to 
contribute anything.  You do not have to 
contribute if you do not wish to but, if you 
do, we will also match your contributions 
up to an additional 3% of pay. 

Full details can be found on the Civil Service 
Pensions website at: www.civilservice-
pensions.gov.uk. 

 

Other benefits include: 

• Flexible working hours; 
• 25 days annual leave, plus public 

holidays and 1 privilege day in a year; 
• Generous maternity, paternity and 

adoption leave allowance; carers leave; 
• Occupational Health Services including 

counselling 

 
Equality  

ONR is committed to being an inclusive employer 
and we welcome and encourage applications 
from all applicants. We will make reasonable 
adjustments and adaptations to ensure the 
recruitment process is inclusive and barrier-free. 
We will offer an interview to disabled people who 
meet the minimum criteria for the role. 

Equal opportunity - There will be no direct or 
indirect discrimination against any applicant on 
the grounds of gender, marital status, race, 
colour, ethnic or national origins, sexual 
orientation, age, religion/belief or disability, or for 
any other reason. 

Diversity - ONR wants to employ a workforce 
that reflects the diversity of society in which we 
seek to protect people from harm. We value the 
individual contributions that people with different 
backgrounds, skills and abilities bring to the 
organisation. We therefore seek and welcome 
applications from people irrespective of age, 
disability, gender, race, religion or belief, or 
sexual orientation. 

 

 

mailto:ONR@allenlane.co.uk
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