
Job Description: Senior Security Analyst

Salary: £49,700 - £64,500

Any offer made above the base grade will be made up with a non-pensionable specialist pay
allowance based on capability.

Grade: Grade 7

Contract type: Permanent

Hours: 37 per week (excluding lunch)

Working pattern: flexible working, full-time, part-time, job share

Location: Glasgow, York, Manchester, Bristol

Number of posts: 1

Who we are

The Cabinet Office supports the Prime Minister and ensures the effective running of government.
It is also the corporate headquarters for government, in partnership with HM Treasury, and takes
the lead in certain critical policy areas.

We are the Cabinet Office’s cyber security team, and our mission is to secure the department
against cyber threats. We protect our nationwide internal IT infrastructure, and high-profile
citizen-facing digital services such as GOV.UK.

  Find out more about the work we get involved in at the GDS blog, Inside GOV.UK blog and
Technology in Government blog.

What you’ll do

The Cyber Defence team delivers cyber threat intelligence, threat detection, incident response and
vulnerability management capabilities for the Cabinet Office, and is responsible for defending both
internal IT infrastructure and citizen-facing services. As a senior security analyst, you’ll take a
leading role in building and delivering these core capabilities, focusing on incident response.

As a senior security analyst with responsibility for incident response, you will:

● lead the investigation of security alerts to understand the nature and extent of possible
cyber incidents

● lead in-depth forensic analysis of systems, files, network traffic and cloud environments
● lead the technical response to cyber incidents by identifying and implementing (or

coordinating the implementation of) containment, eradication and recovery actions
● review previous incidents to identify lessons and actions

https://gds.blog.gov.uk/
https://insidegovuk.blog.gov.uk/
https://technology.blog.gov.uk/


● identify and deliver opportunities for continual improvement of the incident response
capability

● work closely alongside other Cyber Defence functions, supporting the continual
improvement of wider capabilities

● develop and update internal plans, playbooks and knowledge base articles
● act as an escalation point for, and provide coaching and mentoring to, security analysts
● be responsible for leadership and line management of security analysts

Cyber incidents can and do arise on a 24/7 basis. The team operates an out-of-hours on call rota,
which you will be expected to join.

Who you are

We’re interested in people who have:

● significant experience investigating and responding to cyber incidents
● significant experience using security tools (e.g., EDR, SIEM) to support the investigation

and response to cyber incidents
● experience managing and coordinating the response to cyber incidents
● experience coaching and mentoring junior staff
● an in-depth understanding of the tools, techniques and procedures used by threat actors
● excellent analytical and problem solving skills
● excellent verbal and written communication skills

It’s desirable, but not essential, that you have:

● experience with Splunk
● experience working in an Agile environment
● experience with cloud environments such as AWS

Success profiles

In the Civil Service, we use Success Profiles, which means that for each role we advertise, we
consider what you will need to demonstrate to be successful. This gives us the best possible
chance of finding the right person for the job, drives up performance and improves diversity and
inclusivity.

We will be looking at your experience, career history and achievements relevant to this specific
job role. For this role, we will be assessing your ability, experience, technical/specialist skills and
behaviours; the following behaviours are the most relevant:

● making effective decisions
● delivering at pace
● working together
● managing a quality service



Things you need to know

You can learn about the application process and practical details like our office locations on the
things you need to know page.

Equal Opportunities

We are an equal opportunity employer and value diversity in our organisation. You can find out
more about our commitment to diversity and inclusion and read our equal opportunities statement
on our Diversity and Inclusion page.

https://gdscareers.gov.uk/things-you-need-to-know.html
https://gdscareers.gov.uk/diversity-inclusion.html

